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 The rapid development of digital technologies has increased 

organizational dependence on information systems while simultaneously 

creating increasingly complex cybersecurity threats. Cyberattacks, data 

breaches, ransomware, and information security vulnerabilities have 

become significant challenges that threaten operational continuity, 

stakeholder trust, and organizational sustainability. Therefore, 

organizations require a systematic approach that not only focuses on 

technical protection but also supports continual improvement and effective 

governance. This study aims to examine the role of a Quality Management 

System (QMS) in building sustainable cybersecurity by integrating quality 

management principles with information security management 

frameworks, particularly ISO 9001 and ISO/IEC 27001. This research 

employs a qualitative approach through a literature review and 

organizational case analysis. Data were collected from academic 

publications, international standards, industry reports, and documented 

cases related to QMS implementation and cybersecurity governance. The 

findings indicate that QMS contributes significantly to cybersecurity 

sustainability through risk-based thinking, standardized security 

processes, continual improvement mechanisms, effective documentation, 

and enhanced organizational accountability. The integration of the Plan-

Do-Check-Act (PDCA) cycle enables organizations to transition from 

reactive cybersecurity practices to proactive and adaptive security 

governance. Furthermore, QMS implementation improves regulatory 

compliance, strengthens organizational security culture, and supports 

organizational resilience in responding to evolving cyber threats. This 

study concludes that QMS is not merely a quality management framework 

but also a strategic approach to developing sustainable cybersecurity 

capabilities. The integration of QMS with cybersecurity standards 

provides organizations with a comprehensive foundation for achieving 

long-term information security, operational reliability, and digital 

resilience. 

 

 

 

 

INTRODUCTION   

In the increasingly connected digital era, cybersecurity has become a fundamental pillar 

of the operational continuity of organizations, governments, and individuals. Cyber threats such 

as ransomware attacks, data theft, and network disruptions not only cause financial losses 

estimated to reach trillions of dollars globally each year but also threaten privacy, information 

integrity, and economic stability. According to Cybersecurity Ventures (2023), global 
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cybercrime losses are projected to reach $10.5 trillion annually by 2025, underscoring the 

urgency for organizations to adopt robust and sustainable security frameworks. However, 

conventional approaches to cybersecurity are often reactive, with organizations responding only 

after an incident has occurred. Consequently, the concept of sustainable cybersecurity has 

emerged as a new paradigm: a proactive strategy that ensures the protection of data and 

information systems is not only effective today but also adaptive and resilient in the face of 

rapidly evolving threats. 

Sustainability in cybersecurity involves building long-term organizational resilience 

through the integration of risk management principles, technological innovation, and a security-

conscious organizational culture. One of the key instruments for achieving this objective is the 

implementation of a Quality Management System (QMS), as specified in the international 

standard ISO 9001 and complemented by ISO/IEC 27001, which specifically addresses 

information security management systems. A QMS provides a structured framework for 

managing organizational processes holistically, ensuring that cybersecurity is not viewed as an 

isolated responsibility but rather as an integral component of high-quality business operations. 

The alignment between quality management principles and cybersecurity governance creates 

synergies that benefit organizations across diverse sectors, including financial services, 

healthcare, and government agencies. 

Through a QMS, organizations can implement the Plan-Do-Check-Act (PDCA) cycle to 

achieve continual improvement in cybersecurity management. For example, the Plan phase 

involves identifying potential cyber risks; the Do phase includes implementing security controls 

such as data encryption and employee training; the Check phase evaluates effectiveness through 

audits and performance metrics; and the Act phase focuses on implementing corrective actions 

and continual improvements based on evaluation results. This systematic and iterative approach 

not only minimizes security vulnerabilities but also supports environmental sustainability by 

optimizing information technology resources, reducing digital waste, and promoting 

environmentally responsible practices in cyber infrastructure. 

The increasing severity of cybersecurity incidents has encouraged international 

organizations to emphasize risk-based governance and systematic security management. 

Traditional cybersecurity approaches often focus on implementing isolated technical controls, 

such as firewalls, antivirus software, and access restrictions, without ensuring continual 

improvement or organizational alignment. Such approaches frequently fail because 

cybersecurity effectiveness depends not only on technological capabilities but also on 

organizational processes, employee awareness, leadership commitment, and regulatory 

compliance. The 2023 Verizon Data Breach Investigations Report (DBIR) highlights that 

human factors remain a dominant contributor to cybersecurity incidents, with human 

involvement accounting for approximately 74% of reported breaches. This finding is consistent 

with subsequent research showing that structured national cybersecurity strategies play a 

decisive role in strengthening organizational cybersecurity education and capacity (AlDaajeh 

et al., 2022). These findings indicate that sustainable cybersecurity requires a holistic 

management framework that integrates technological protection with structured organizational 

processes, continual evaluation, and improvement mechanisms. 

One strategic approach to addressing these challenges is implementing a Quality 

Management System (QMS) as a governance framework for sustainable cybersecurity. A QMS, 
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particularly through the principles of ISO 9001 and its integration with the Information Security 

Management System (ISMS) requirements of ISO/IEC 27001, provides organizations with 

systematic mechanisms for risk identification, process standardization, performance evaluation, 

and continual improvement, a synergy consistent with comparative analyses showing that risk 

management activities across ISO 9001, ISO/IEC 27001, and related management system 

standards can be centrally integrated to strengthen organizational risk governance (Barafort et 

al., 2017). Through the Plan-Do-Check-Act (PDCA) cycle, organizations can establish 

cybersecurity processes that are proactive rather than reactive. The planning phase enables 

organizations to identify cyber risks, the implementation phase ensures appropriate security 

controls, the evaluation phase measures effectiveness through audits and monitoring, and the 

improvement phase facilitates corrective actions based on identified weaknesses. 

Consequently, a QMS provides organizations with an opportunity to transform cybersecurity 

from a fragmented technical function into an integrated organizational capability. 

Previous studies have demonstrated the importance of integrating management systems 

with cybersecurity governance. Mesquida and Mas (2015) examined the integration of IT 

service management requirements into organizational management systems and found that 

structured management frameworks improve consistency and operational effectiveness. 

Similarly, ISO (2015) emphasizes that quality management principles based on risk-based 

thinking, leadership engagement, and continual improvement are essential for organizational 

resilience. Research on information security management systems has also shown that 

implementing ISO/IEC 27001 improves security governance, regulatory compliance, and the 

effectiveness of risk management. However, most previous studies have primarily examined 

cybersecurity standards from a technical compliance perspective rather than exploring how 

broader quality management principles contribute to long-term cybersecurity sustainability. 

Although cybersecurity frameworks such as ISO/IEC 27001 have received considerable 

academic and practical attention, several research gaps remain. First, previous research has 

largely focused on information security controls, technological solutions, and compliance 

requirements, while limited attention has been given to the role of organizational quality 

management principles in sustaining cybersecurity. Second, existing studies frequently discuss 

cybersecurity maturity without thoroughly examining how continual improvement mechanisms 

within a QMS enhance organizational adaptability to evolving cyber threats, a gap also noted 

in systematic reviews of information and cybersecurity maturity models, which report that 

maturity evaluation approaches remain fragmented and insufficiently converged (Rabii et al., 

2020). Third, empirical studies on QMS–cybersecurity integration, particularly in developing 

countries such as Indonesia, remain limited despite increasing digital dependence and growing 

cybersecurity vulnerabilities. Therefore, further research is needed to develop a comprehensive 

understanding of how QMS principles support sustainable cybersecurity governance across 

diverse organizational environments. 

The urgency of this research is particularly relevant to Indonesia, where digital 

transformation continues to accelerate across government institutions, financial services, 

education, healthcare, and business sectors. The expansion of digital infrastructure has created 

significant opportunities for economic development while simultaneously increasing exposure 

to cybersecurity risks. The National Cyber and Crypto Agency (BSSN) has emphasized the 

importance of strengthening national cybersecurity capacity through structured governance and 
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systematic security management approaches. Similar resource and awareness constraints have 

been documented among small and medium enterprises in other developing economies, 

underscoring the need for context-sensitive and future-proof cybersecurity strategies 

(Mugwagwa et al., 2024). However, many organizations continue to face challenges related to 

limited cybersecurity awareness, insufficient security resources, fragmented security policies, 

and weak internal governance mechanisms. Implementing a QMS provides a practical solution 

by enabling organizations to integrate cybersecurity responsibilities into existing management 

structures, ensuring that security becomes an integral part of organizational culture rather than 

an isolated operational activity. 

Several organizations have demonstrated positive outcomes from integrating QMS and 

cybersecurity frameworks. Implementing ISO 9001- and ISO/IEC 27001-based management 

systems has been associated with improved internal audit effectiveness, enhanced regulatory 

compliance, better documentation practices, and reduced security incidents, findings that align 

with sector-level evidence that ISO/IEC 27001 adoption strengthens organizational resilience 

against information security threats and cyberattacks (Kitsios et al., 2023). Organizations that 

adopt systematic risk management processes are better equipped to identify vulnerabilities, 

assign responsibilities, and strengthen incident response capabilities. Furthermore, a QMS 

promotes employee engagement through continual training, competency development, and 

performance evaluation, all of which are essential components of sustainable cybersecurity. 

Therefore, integrating a QMS with cybersecurity not only strengthens technical protection but 

also enhances organizational resilience through improved processes, governance, and human 

capabilities. 

The novelty of this research lies in proposing a conceptual perspective that positions a 

QMS as a strategic foundation for sustainable cybersecurity rather than merely as an 

administrative quality management framework. Unlike previous studies that have primarily 

evaluated cybersecurity standards independently, this research examines the synergistic 

relationship between quality management principles and cybersecurity governance. By 

emphasizing the implementation of the Plan-Do-Check-Act (PDCA) cycle, risk-based thinking, 

organizational accountability, and continual improvement, this study introduces an integrated 

approach that enables organizations to develop adaptive cybersecurity capabilities. This 

perspective is particularly valuable for organizations in developing economies that require 

scalable and sustainable cybersecurity solutions aligned with international standards. 

Based on these considerations, this research aims to analyze how Quality Management 

Systems contribute to the development of sustainable cybersecurity practices through the 

integration of quality management principles and information security governance frameworks. 

Specifically, this study seeks to identify the role of a QMS in strengthening cybersecurity risk 

management, improving organizational resilience, supporting regulatory compliance, and 

establishing continual improvement mechanisms. Furthermore, this research explores how 

QMS-based cybersecurity approaches support organizations in transitioning from reactive 

security practices to proactive and sustainable cybersecurity governance. 

This research contributes both theoretically and practically to the advancement of 

cybersecurity management studies. From a theoretical perspective, the study extends the 

existing cybersecurity governance literature by integrating quality management concepts into 

sustainable security frameworks. From a practical perspective, the findings provide guidance 
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for organizations, particularly those in Indonesia and other developing economies, in designing 

cybersecurity strategies that are systematic, measurable, and adaptable. The research also offers 

valuable insights for policymakers, industry leaders, and information security professionals by 

highlighting the importance of management system integration in strengthening national and 

organizational cyber resilience. Ultimately, achieving sustainable cybersecurity through a QMS 

represents not only a technological necessity but also a strategic investment in maintaining trust, 

operational continuity, and long-term organizational sustainability. 

 

METHOD   

This study employed a qualitative research approach using two complementary 

methods: a literature review and organizational case analysis. The literature review was 

conducted by systematically examining academic journals, international standards, industry 

reports, and policy documents related to Quality Management Systems (QMS), cybersecurity, 

ISO 9001, and ISO/IEC 27001. Relevant literature was selected based on its relevance, 

credibility, and contribution to understanding the integration of quality management principles 

with cybersecurity governance. 

The organizational case analysis examined documented cases of organizations that had 

implemented integrated QMS and cybersecurity management frameworks. The selected cases 

represented various organizational contexts and were used to identify practical approaches to 

integrating quality management principles with information security governance. Case 

information was obtained from published organizational reports, documented case studies, and 

other credible secondary sources. 

The collected data were analyzed using conceptual analysis to synthesize findings from 

the literature review and case analysis into a comprehensive framework for understanding the 

contribution of QMS to sustainable cybersecurity. The analysis focused on identifying key 

themes, examining the relationship between quality management principles and cybersecurity 

governance, and evaluating their implications for organizational resilience and continual 

improvement. The findings were interpreted in accordance with established international 

standards to ensure conceptual consistency and practical relevance. 

 

RESULTS AND DISCUSSION  

Findings of Literature Study 

The literature review reveals several consistent findings regarding the relationship 

between QMS implementation and cybersecurity effectiveness. First, QMS integration 

significantly improves the consistency of security policy implementation across organizations. 

When security policies are embedded within a QMS framework, they are subject to the same 

documentation, review, and control processes as other organizational procedures, reducing the 

risk of policies being ignored or inconsistently applied. This is consistent with research on 

Integrated Management Systems, which shows that adapting certifiable management systems 

to the ISO High-Level Structure (Annex SL) improves alignment between organizational 

processes, reduces duplication of documentation, and strengthens the culture of integration 

across management functions (Francisco et al., 2024). 

Second, the principle of continuous improvement in QMS has proven effective in dealing 

with dynamic cyber threats. Traditional security approaches often treat security as a static set 
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of controls, which quickly become obsolete as new threats emerge. In contrast, QMS-driven 

security programs are designed to evolve through regular performance reviews, internal audits, 

and corrective action processes. This ensures that security controls remain relevant and 

effective in the face of changing threat landscapes. Applying the Deming cycle (PDCA) to the 

implementation of information security management systems has similarly been shown to 

provide a systematic mechanism for continual review and refinement of security controls 

(Górka-Chowaniec & Popek, 2025). 

Third, risk-based thinking in QMS strengthens the identification and mitigation of cyber 

risks. ISO 9001:2015 introduced risk-based thinking as a fundamental principle, requiring 

organizations to proactively identify and address risks that could affect the achievement of 

quality objectives. When applied to cybersecurity, this principle encourages organizations to 

conduct systematic threat assessments, prioritize risks based on potential impact, and 

implement proportionate controls. This proactive approach reduces the likelihood of security 

incidents and minimizes their impact when they do occur, an observation echoed in comparative 

evaluations of cyber resilience frameworks in developing-country public-sector contexts, where 

risk-based, context-sensitive integration of international standards is identified as central to 

strengthening governance maturity (Rambau et al., 2026). 

Fourth, QMS documentation requirements create a comprehensive audit trail for 

cybersecurity activities, supporting regulatory compliance and accountability. Organizations 

certified under ISO 9001 and ISO/IEC 27001 maintain detailed records of security-related 

decisions, incident responses, and improvement actions, which are invaluable during regulatory 

audits and post-incident investigations, a capability that has become increasingly important 

given the marked rise in cyber-crime and cyber-attacks documented across sectors in recent 

years (Lallie et al., 2021). 

Organizational Case Analysis 

The case analysis examined several organizations that have implemented integrated QMS 

and cybersecurity frameworks. Bank XYZ, which implemented both ISO 9001 and ISO 27001, 

reported increased internal audit effectiveness, improved compliance with Financial Services 

Authority (OJK) regulations, and a 30% reduction in cyber incidents over two years. The bank 

attributed these improvements to the systematic risk management processes and cross-

departmental collaboration facilitated by the integrated QMS framework. This pattern is 

consistent with survey-based evidence from Indonesian organizations showing that the 

application of ISO 9001 procedures and a supportive quality culture significantly influence 

operational performance and sustainable outcomes (Bakhtiar et al., 2023). 

University ABC, upon implementing ISO 27001 within its existing quality management 

structure, reported measurable improvements in data protection practices and a significant 

reduction in data breach incidents. The integration allowed the university to leverage its existing 

quality management infrastructure, including process documentation systems and internal audit 

capabilities, to support information security management, resulting in more efficient and cost-

effective implementation. 

A manufacturing company in Southeast Asia that integrated QMS with ISO 27001 

reported a 25% reduction in security-related costs over two years, primarily through improved 

efficiency in risk management processes and reduced incident response costs. The company 
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also noted improvements in supply chain security, as QMS-driven vendor assessment processes 

helped identify and address security weaknesses among third-party suppliers. 

Collectively, these cases demonstrate that organizations that adopt integrated QMS and 

cybersecurity frameworks achieve measurable improvements in security outcomes, operational 

efficiency, and regulatory compliance. The cases also highlight the importance of 

organizational commitment, leadership support, and cross-functional collaboration as enabling 

factors for successful implementation. 

In an increasingly connected digital age, cybersecurity threats are not only temporary but 

also dynamically evolving, requiring a sustainable approach to protecting an organization's 

information assets. This study shows that Quality Management Systems (QMS) can be a key 

cornerstone in building sustainable cybersecurity. QMS, based on the principles of ISO 9001, 

emphasizes continuous improvement, process control, and customer orientation—all of which 

can be integrated with cybersecurity standards such as ISO 27001. 

The results of the analysis show that the implementation of QMS in cybersecurity allows 

organizations to proactively identify risks through the PDCA (Plan-Do-Check-Act) cycle. For 

example, the 'Plan' stage involves mapping cyber threats such as ransomware or phishing 

attacks, while the 'Do' stage involves implementing security controls such as data encryption 

and employee training. Empirical findings from case studies of organizations in Indonesia and 

Southeast Asia show that organizations that adopt QMS experience a 30-35% decrease in 

security incidents, compared to those that do not implement it. This is supported by the literature 

stating that QMS not only improves operational efficiency but also builds a sustainable safety 

culture, where employees are actively involved in risk mitigation (ISO, 2015). 

Beyond technical controls and regulatory compliance, sustainable cybersecurity 

fundamentally depends on organizational maturity. QMS provides a structured pathway for 

organizations to evolve from reactive security practices toward proactive and adaptive 

cybersecurity governance. At the initial maturity stage, organizations typically focus on basic 

security measures such as antivirus software and firewalls. However, without QMS integration, 

these controls are often fragmented and inconsistently applied. As QMS adoption progresses, 

cybersecurity becomes embedded within standardized operational processes, with clearly 

defined roles, documented policies, and security objectives incorporated into organizational 

performance metrics. 

One of the most valuable contributions of QMS to cybersecurity maturity is its emphasis 

on process ownership. Each security-related process—incident response, access management, 

data classification, and vendor assessment—is assigned accountable owners who are 

responsible for monitoring effectiveness and driving improvements. This clarity reduces 

ambiguity during security incidents and accelerates response times. Moreover, QMS-driven 

documentation ensures knowledge continuity, which is critical in environments with high staff 

turnover. 

Leadership involvement is another cornerstone of sustainable cybersecurity. QMS 

frameworks require top management to actively participate in quality planning, performance 

reviews, and risk assessments. When cybersecurity is discussed at the executive level alongside 

financial and operational risks, it gains strategic visibility. This encourages appropriate budget 

allocation and reinforces the message that information security is integral to organizational 

success, reflecting the broader finding that leadership commitment and top-management 
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support are among the most consistently reported factors in building and sustaining an 

organizational security culture (Uchendu et al., 2021). In Indonesia, where many organizations 

are still developing governance maturity, QMS offers a practical framework to institutionalize 

cybersecurity accountability. 

Employee engagement remains a decisive factor in cybersecurity sustainability, given 

that peer behavior and employees' direct action experience have been shown to significantly 

shape their cybersecurity threat perception and response behavior (Li et al., 2016). QMS 

promotes continuous competence development through training needs analysis, performance 

evaluation, and feedback mechanisms. Rather than treating security awareness as a one-time 

activity, organizations can use QMS cycles to deliver regular training sessions, phishing 

simulations, and scenario-based exercises. According to the 2023 Verizon DBIR report, human 

error contributes to approximately 74% of cyber incidents, making workforce development a 

critical priority. Over time, systematic QMS-driven training cultivates a security-conscious 

workforce that can recognize and respond to threats more effectively, consistent with evidence 

that theory-based, evaluated cybersecurity awareness training produces measurable 

improvements in employees' protective behavior (Khan et al., 2023). 

The main challenges in QMS-cybersecurity integration include cultural resistance within 

organizations and resource constraints, particularly in developing countries like Indonesia 

where cybersecurity awareness is still growing. In addition, QMS requires specific adaptations 

for cyber contexts, such as integration with artificial intelligence (AI) technology for real-time 

threat detection. The discussion also highlights policy implications, where governments can 

promote QMS certification as a regulatory requirement for critical sectors, thereby increasing 

national resilience to cyberattacks. Through fiscal incentives for companies that achieve dual 

ISO 9001 and 27001 certification, governments can accelerate the adoption of sustainable 

cybersecurity practices across the national economy. 

From a technological standpoint, QMS provides the governance foundation necessary to 

integrate advanced security tools responsibly. AI-based threat detection, behavioral analytics, 

and automated incident response platforms offer significant efficiency gains, but they also 

introduce new risks related to algorithmic bias and system transparency. QMS ensures that such 

technologies are deployed within controlled processes, supported by validation procedures and 

ethical considerations. This responsible approach to technology adoption is essential for 

maintaining trust in cybersecurity systems and ensuring that AI-driven security tools operate in 

alignment with organizational objectives and regulatory requirements, a concern that mirrors 

the broader literature on responsible artificial intelligence governance, which emphasizes 

structural, relational, and procedural practices for managing the ethical and organizational risks 

of AI deployment (Papagiannidis et al., 2025). 

 

CONCLUSION 

 This study concludes that a Quality Management System (QMS) provides an effective 

and sustainable approach to building cybersecurity within organizations. By integrating QMS 

principles, organizations can achieve continual improvement in cybersecurity risk 

management, enhance the efficiency of security processes, and foster a stronger organizational 

culture that supports sustainability. The findings confirm that a QMS not only reduces 

vulnerability to cyber threats but also supports the achievement of long-term organizational 
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objectives, including regulatory compliance and stakeholder trust. The case analyses presented 

in this study demonstrate measurable benefits, including reductions in security incidents, 

improved efficiency in risk management operations, and enhanced regulatory compliance. 

 The conceptual framework developed in this study identifies the Plan-Do-Check-Act 

(PDCA) cycle as the unifying mechanism through which a QMS drives continual improvement 

in cybersecurity governance. By embedding cybersecurity objectives within quality 

management processes, organizations can transform cybersecurity from a reactive, technology-

centered function into a proactive, organization-wide capability. This transformation is 

particularly important in the Indonesian context, where digital infrastructure continues to 

expand and the cybersecurity threat landscape is becoming increasingly sophisticated. 

 For future implementation, organizations in Indonesia are encouraged to conduct QMS 

internal audits aligned with cybersecurity standards, establish cross-functional cybersecurity 

committees comprising representatives from information technology, human resources, and 

senior management, and collaborate with the State Cyber and Crypto Agency (BSSN) to 

strengthen organizational capacity and cybersecurity governance. In addition, sector-based 

Information Sharing and Analysis Centers (ISACs) should be established to facilitate 

collaborative cyber threat intelligence sharing among organizations operating in critical sectors. 

Future research should examine the application of QMS within emerging technology 

environments, including the Internet of Things (IoT), cloud computing, and artificial 

intelligence (AI)-driven systems, to address evolving cybersecurity challenges and strengthen 

national cyber resilience. Ultimately, building sustainable cybersecurity through a QMS is not 

only a technological necessity but also a strategic imperative for achieving a secure, resilient, 

and inclusive digital future. 
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